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1. DEFINITION AND GENERAL PURPOSE

1.a. XQ1 ° BIOFACTORYOS™ is the module of the MaindXQ12™ ecosystem responsible for the
sovereign management of forest assets and ecosystem services.

1.b. It operates as a bioeconomy platform that integrates:
* 1.b.i. Continuous territorial auditing
* 1.b.ii. Physical validation through thermodynamic proof (S-PoEW)
* 1.b.iii. Immutable registration in the Sovereign Kernel
* 1.b.iv. Traceability of forest products and services
* 1.b.v. Fraud detection and physical asset replacement
* 1.b.vi. Collection of environmental debts by the State

1.c. The module's purpose is to structure the forest as an element of territorial sovereignty, subject
to continuous auditing, immutable registration, and physical validation, integrating with the State's
environmental justice system, without compromising its integrity.

2. LOGICAL ARCHITECTURE

Layer Function
Interface  Exposure of services and access points for integration
Services  Orchestration of operational flows and validations
Rules Execution of policies and eligibility criteria
Audit Verification of consistency and integrity of assets
Persistence Immutable registration and asset storage



Layer Function

Kernel Integration with the Sovereign Kernel for final registration
2.a. The Interface layer exposes APIs and integration points for external systems, ensuring
interoperability.

2.b. The Services layer orchestrates operational flows, including registration, validation, issuance,
auditing, and monitoring.

2.c. The Rules layer executes eligibility policies, validation criteria, and specific business rules.
2.d. The Audit layer verifies asset consistency and detects anomalies or fraud.
2.e. The Persistence layer stores operational data with versioning and cryptographic integrity.

2.f. The Kernel layer integrates with the Sovereign Kernel for immutable asset registration.

3. ARCHITECTURAL FOUNDATIONS OF
XQUBIOFACTORYOS™

3.1 Operational Context

3.1.a. XQYBIOFACTORYOS™ was conceived to operate in environments characterized by partial
or total degradation of the environmental cycles responsible for ecosystem stability.

3.1.b. The system is based on the premise that alterations in the carbon, water, biodiversity, and soil
cycles directly impact the capacity of territories to maintain ecosystem services, sustainable
economic activities, and resilient environmental infrastructure.

3.1.c. The main conditions considered by the system include:
* alterations in the atmospheric carbon balance;
* degradation of the hydrological cycle;
* reduction of biodiversity;
* loss of soil fertility;
* degradation of the physical and chemical processes of ecosystems;

¢ inconsistencies and fraud related to environmental assets.

3.2 Systemic Problem

3.2.a. The central problem that XQ*’BIOFACTORYOS™ aims to solve is the disconnection
between environmental cycles and economic activities, which results in:

* 3.2.a.i. Continuous degradation of ecosystems;
* 3.2.a.ii. Loss of essential ecosystem services;
* 3.2.a.iii. Inconsistency and fraud in environmental asset markets;

* 3.2.a.iv. Inability to track and audit bioeconomy supply chains;



* 3.2.a.v. Lack of physical validation for environmental assets;

3.2.a.vi. Absence of infrastructure for restoration and territorial resilience.

3.2.b. The system addresses this problem through the integration of continuous monitoring,
physical validation, immutable registration, permanent auditing, and environmental justice
mechanisms, establishing a technological and operational infrastructure for natural capital
management.

3.3 Objectives

3.3.a. The objective of XQ’BIOFACTORYOS™ is to provide an integrated architecture capable of
managing environmental and territorial assets through continuous monitoring, physical validation,
traceability, permanent auditing, and immutable registration, allowing environmental processes and
associated economic activities to be managed within an operational compliance environment.

3.3.b. Specific objectives include:

3.3.b.i. Establish unique digital identity for environmental assets;

3.3.b.ii. Ensure traceability and integrity of records throughout the entire life cycle;
3.3.b.iii. Implement physical validation as a prerequisite for asset issuance;

3.3.b.iv. Allow adaptation to different biomes and jurisdictions;

3.3.b.v. Integrate supply chains to the territory of origin through digital chain of custody;

3.3.b.vi. Support the reconnection between economy and biosphere.

3.4 Architectural Premises

3.4.a. The module's architecture is founded on the following premises:

environmental assets must have unique digital identity;

records must remain integral and traceable throughout the entire life cycle;
operations must be continuously auditable;

physical validation precedes any registration of environmental assets;
territorial management must be adaptable to different biomes and jurisdictions;

production chains must remain linked to the territory of origin through digital chain of
custody.

3.5 Capabilities

3.5.a. The architecture integrates capabilities aimed at:

territorial management;
continuous environmental monitoring;
asset traceability;

environmental auditing;



* physical validation of records;

* support for territorial bioeconomy;

* environmental restoration;

* carbon management;

* water resource management;

* support for research, development, and innovation;

* administration of bioeconomy production chains.

3.6 Architectural Principles

3.6.a. The system is structured according to the following principles:
* integration between economy and environmental assets through territorial governance;
* physical validation as a requirement for asset constitution;
* immutable registration of relevant events;
* interoperability between MaindXQ12™ ecosystem modules;
* scalability for different biomes and regulatory contexts;

* modularity and functional independence of components.

3.7 Systemic Integration

3.7.a. XQYBIOFACTORYOS™ integrates with other components of the MaindXQ12™ ecosystem,
including Watchlion™ EQS, the Sovereign Kernel, Carbon Bank™, Hydrex™, Audit & Justice
Layer™, and other modules responsible for territorial observation, physical validation, governance,
and operational continuity.

3.8 Expected Architectural Result

3.8.a. The integrated operation of the module provides a platform capable of managing
environmental assets, bioeconomic chains, and ecosystem services through continuous monitoring,
physical validation, traceability, immutable registration, and territorial governance, establishing a
technological infrastructure for natural capital management in different biomes and jurisdictions.

4. PHYSICAL ARCHITECTURE

4.a. The physical architecture defines the computational components, field devices, communication
infrastructure, and resources responsible for the operational execution of XQ* °BIOFACTORYOS™.

Element Technical Responsibilities

Edge Nodes Distributed processing at the network edge, sensor aggregation, local cache,
preprocessing, initial data filtering, asynchronous synchronization, and
operational continuity during temporary communication loss

Application Servers Execution of core services, module orchestration, business rule processing,



Element

Computational
Cluster

Distributed
Database

Sovereign Kernel
Satellites

IoT Gateways

Environmental
Sensors

Operational Drones

National Operations

Center

Disaster Recovery
Infrastructure

Sovereign Network

Technical Responsibilities
APIs, and internal services
High availability, load balancing, horizontal scalability, automatic
processing distribution, and fault tolerance
Operational data persistence, versioning, replication, geospatial storage, and
temporal history support
Immutable asset registration, digital identity management, cryptographic
integrity preservation, and chain of custody
Continuous acquisition of geospatial data, multispectral imagery, thermal
data, and territorial monitoring
Consolidation of communication between distributed sensors and the
platform, protocol management, and device synchronization
Continuous collection of temperature, humidity, soil quality, water flow,
biomass, and other environmental parameters
Aerial inspection, complementary data acquisition, operational response,
and support for auditing activities
Operational coordination, platform supervision, centralized auditing,
continuous monitoring, and incident management
Operational recovery, geographic replication, service restoration, and
ecosystem continuity

Secure communication infrastructure between all components of the
MaindXQ12™ ecosystem

4.b. The Edge Nodes ensure local processing and low latency for operational decisions in the field.

4.c. The Computational Cluster ensures horizontal scalability to support large data volumes.

4.d. The Sovereign Kernel functions as the immutable registration layer, ensuring the chain of

custody for all assets.

4.e. The Satellites and IoT Sensors compose the continuous territorial observation layer.

4.f. The Operational Drones provide aerial support for auditing, inspection, and emergency

response.

4.1 High-Level Architectural Diagram
4.1.a. The XQBIOFACTORYOS™ architecture can be represented by the following component

flow:
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4.1.b. The flow begins with data acquisition by satellites and sensors, passing through edge
processing, service orchestration, physical validation, immutable registration, financial settlement,
and closing in the justice cycle.

4.1.c. This diagram represents the high-level functional view, without revealing internal
implementation details.

5. INTERFACES
Interface Protocol Authentication  Format Frequency Direction Availability
. Digital JSON/ . High
Satellites AP Certificates GeoJsON ~ ontinuous Input Availability
IoT TLS + MQTT . cae High
Gateways MQTT Certificates Payload Continuous Bidirectional Availability
Drones Telemetr Cryptographic  Binary / On Demand Bidirectional High
Y Keys JSON Availability
Carbon  ppgr  OAuth2 / Tokens JSON Evental  Bidirectional 18"
Bank™ " ventua 4 Availability
Sovereign e . . e High
Kernel RPC Certificates Binary Continuous Bidirectional Availability
WMS/ .
o> OGC  Cerificates  WES/ On Demand Bidirectional .50
y GeoJSON y

5.a. The interface with Satellites uses API with digital certificates for continuous acquisition of
geospatial data.

5.b. The interface with IoT Gateways uses MQTT protocol with TLS and certificates for
continuous bidirectional communication.



5.c. The interface with Drones uses telemetry with cryptographic keys for on-demand
communication.

5.d. The interface with the Carbon Bank™ uses REST with OAuth?2 for eventual asset settlement.

5.e. The interface with the Sovereign Kernel uses RPC with certificates for continuous immutable
registration.

5.f. The interface with GIS Systems uses OGC standards (WMS/WEFS) for on-demand geospatial
integration.

6. DATA MODEL

6.a. The XQ1 °BIOFACTORYOS™ data model is structured to ensure integrity, traceability, and
immutability of environmental assets.

Category Content
Identification GUID, Territorial Identifier
Location Georeferenced polygon
Characterization Biome, species, vegetation cover
Biomass Biomass stock
Carbon Baseline and capture capacity
Responsibility =~ Owner, operator, competent authority
Audit Status, history, version
Security Cryptographic hash, digital signature
Temporality Timestamp, record version

6.1 Logical Data Structure

6.1.a. Each environmental asset has a unique digital identity and versioned data structure
throughout its entire life cycle.

Element Description
Primary Key Internal unique asset identifier
GUID Global Universal Identifier of the environmental asset
Territorial Identifier Unique code associated with the monitored territory
Schema Version Identification of the data structure version used
Timestamp Temporal record of creation and update
Cryptographic Hash Record integrity guarantee
Digital Signature Registered asset authenticity
6.2 Relationships

6.2.a. The model supports relationships between:
* Environmental assets
* Geographic areas

* Sensors



» Satellite imagery

* Audits

* Events

* Legal responsible parties
* Issued credits

* Administrative processes

6.3 Cardinality

6.3.a. The model supports relationships:
* One-to-one
* One-to-many
* Many-to-many

6.3.b. Cardinality is defined according to the operational nature of the assets.

6.4 Data Classification

6.4.a. Data is classified as:
* Public
* Institutional
* Restricted
* Confidential
» Strategic

* Sovereign

7. ASSET STATES

State Description
Created Initial asset registration
Validated Asset verified and approved
Audited  Asset submitted to audit
Eligible  Asset eligible for issuance
Issued Asset converted into product or service
Monitored Asset under continuous monitoring
Suspended Asset blocked due to inconsistency
Closed Life cycle concluded
7.a. The Created state represents the initial registration of the asset in the system.

7.b. The Validated state indicates that the asset has been verified and physically approved.



7.c. The Audited state confirms that the asset has undergone technical auditing.
7.d. The Eligible state indicates that the asset is ready for issuance of products or services.

7.e. The Issued state confirms that the asset has been converted into a marketable product or
service.

7.f. The Monitored state represents the continuous tracking of the asset.
7.8. The Suspended state indicates asset blocking due to inconsistency or fraud.

7.h. The Closed state marks the end of the asset's life cycle.

8. EVENT MODEL

Event Description
AssetCreated New asset registration
AssetValidated Physical validation confirmed
FireDetected Fire detection
SensorOffline Communication failure with sensor
CarbonlIssued Carbon credit issuance
AssetBlocked Asset suspended by audit
FraudDetected Fraud identified
AssetRecovered Fraudulent asset replacement

CompensationExecuted Environmental debt collection executed
8.a. The AssetCreated event is generated at the moment of registration of a new forest asset.

8.b. The AssetValidated event confirms the physical validation of the asset.
8.c. The FireDetected event is triggered when the system detects fire hotspots.
8.d. The SensorOffline event indicates communication failure with IoT sensors.
8.e. The Carbonlssued event is generated when carbon credits are issued.

8.f. The AssetBlocked event indicates asset suspension by audit.

8.g. The FraudDetected event is triggered when fraud is identified.

8.h. The AssetRecovered event confirms the replacement of a fraudulent asset.

8.i. The CompensationExecuted event indicates the collection of environmental debt.

9. OBSERVABILITY

Element Description
Structured Logs Detailed recording of operational events
Metrics Performance and capacity indicators
Technical Audit Continuous integrity verification

Distributed Tracing Flow tracking between modules



Element Description
Health Monitoring Service availability verification
Queue Monitoring Asynchronous processing tracking
9.a. Structured Logs record all operational events with timestamp and context.

9.b. Metrics monitor performance, capacity, and system health.

9.c. Technical Audit continuously verifies the integrity of assets and data.
9.d. Distributed Tracing tracks processing flows between modules.

9.e. Health Monitoring verifies the availability of all services.

9.f. Queue Monitoring tracks the asynchronous processing of events.

10. NON-FUNCTIONAL REQUIREMENTS

Requirement Description
Availability High system availability
Scalability Horizontal expansion capacity
Latency Real-time processing
Disaster Recovery Operational continuity plan
Consistency Record integrity guarantee
Performance Large volume processing capacity

Fault Tolerance = Automatic recovery mechanisms
10.a. Availability must be guaranteed at high availability level (99.99%).

10.b. Scalability allows horizontal expansion as demand grows.

10.c. Latency must be minimal for real-time processing.

10.d. Disaster Recovery ensures operational continuity in critical situations.
10.e. Consistency ensures the integrity of immutable records.

10.f. Performance supports large data volume processing.

10.g. Fault Tolerance provides automatic recovery mechanisms.

11. DATA ENGINEERING

Element Description
Data Life Cycle Complete acquisition, processing, and archiving flow
Data Classification Categorization by sensitivity and criticality
Retention Policy  Storage periods according to legislation

Versioning Asset version control
Data Quality Continuous validation and consistency
Data Lineage Traceability of data origin and transformation

11.a. The Data Life Cycle covers acquisition, normalization, processing, storage, and archiving.



11.b. Data Classification defines sensitivity levels and access control.

11.c. The Retention Policy follows legal and operational criteria.

11.d. Versioning ensures traceability of all changes.

11.e. Data Quality is continuously verified.

11.f. Data Lineage tracks the origin and transformation of each data point.

12. INFORMATION SECURITY

Element
Authentication
Authorization
RBAC
ABAC
MFA
Encryption at Rest
Encryption in Transit
Key Management
Segregation of Duties
Audit Trails

Description
User identity verification
Access permission definition
Role-based access control
Attribute-based access control
Multi-factor authentication
Stored data protection
Communication data protection
Cryptographic key life cycle
Separation of operational responsibilities
Immutable recording of security events

12.1 Defense in Depth Architecture

12.1.a. XQ1 ° BIOFACTORYOS™ security is structured according to the defense in depth principle,
distributed across the following layers:

Layer
Physical Security

Infrastructure
Security

Network Security
Application Security
Data Security
Identity and Access

Continuous
Monitoring

Objective

Protection of computational assets, sensors, operations centers, and critical
infrastructure

Protection of servers, clusters, storage, and networks

Segmentation, encryption, traffic control, and continuous monitoring
Protection of services, APIs, and system components

Encryption, integrity, versioning, and traceability

Identity control, authentication, authorization, and segregation of duties

Observability, technical auditing, event detection, and operational response

12.1.b. Physical Security protects computational assets, sensors, and critical infrastructure.

12.1.c. Infrastructure Security protects servers, clusters, and networks.

12.1.d. Network Security ensures segmentation, encryption, and traffic control.

12.1.e. Application Security protects services, APIs, and components.

12.1.f. Data Security ensures encryption, integrity, and traceability.

12.1.g. Identity and Access controls authentication, authorization, and segregation of duties.



12.1.h. Continuous Monitoring ensures observability and event detection.

13. CONTINUITY ARCHITECTURE

Element Description
Failover Automatic redirection in case of failure
Backup Regular security copies
Replication Data duplication between centers
Recovery Data restoration processes

Geographic Redundancy Distributed data centers
RTO/RPO Recovery time and point objectives
13.a. Failover automatically redirects operations in case of failure.

13.b. Backup ensures regular security copies of all data.

13.c. Replication duplicates data between geographic centers.

13.d. Recovery defines data restoration processes.

13.e. Geographic Redundancy distributes data centers for resilience.

13.f. RTO/RPO defines recovery time and point objectives.

14. OPERATIONAL ARCHITECTURE

14.1 Objective

14.1.a. The Operational Architecture describes the dynamic behavior of XQ* ° BIOFACTORYOS™,
defining how its components interact throughout the entire operational cycle of environmental
assets.

14.2 Operational Flow

14.2.a. Operational processing generally follows the following sequence:
1. Data acquisition from sensors, satellites, and external systems

Normalization and structural validation of received information

Correlation between geospatial, temporal, and cadastral data

Execution of business rules and eligibility criteria

Physical validation through mechanisms defined by the ecosystem

Immutable registration in the Sovereign Kernel

Update of chain of custody and asset states

Continuous monitoring and periodic reassessment

£ ° N o 0k~ W D

Exception, incident, and audit event handling



14.3 Operational Responsibilities

14.3.a. Each module executes specific functions, maintaining low coupling and interoperability
through standardized interfaces.

14.4 Synchronization

14.4.a. Components use synchronous or asynchronous communication according to operational
requirements, preserving consistency, traceability, and continuity.

14.5 Exception Handling

14.5.a. Events of inconsistency, unavailability, communication failures, or operational divergences
are recorded, classified, and forwarded to auditing and recovery mechanisms.

14.6 Operational Recovery

14.6.a. Recovery processes use geographic redundancy, data replication, automatic failover, and
controlled service restoration.

14.7 Processing States

14.7.a. All processing is recorded in successive operational states, allowing full traceability of the
asset life cycle.

14.8 Simplified Systemic Flow

14.8.a. The summarized operational sequence of the system is represented by the following flow:
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14.8.b. This flow represents the summarized view of the operational sequence, without revealing
internal pipelines, maintaining confidential engineering.

14.8.c. Each stage of the flow is recorded and auditable, ensuring full traceability.




15. ARCHITECTURAL GOVERNANCE

Element Description
Version Management System and module version control
Configuration Control Parameter and component management
Module Compatibility Interoperability guarantee
Architectural Evolution Criteria Rules for expansion and modification
Change Control Formal change process
Interface Versioning API evolution control
Interoperability Policy Integration guidelines
Dependency Management External component control
Homologation Cycle New version validation

Architectural Compliance Audit Continuous adherence verification

15.1 Architectural Management

15.1.a. The evolution of the MaindXQ12™ ecosystem is conducted according to formal technical
governance processes.

Process Purpose
Configuration Management Architectural Baseline Maintenance
Release Management Planning, homologation, and deployment of production versions
Incident Management Structured technical response to operational events
Capacity Management Computational and operational expansion planning

Availability Management = Monitoring of service continuity indicators
Change Management Formal control of architectural changes
Dependency Management Control of ecosystem internal and external components

16. OPERATIONAL CAPABILITIES OF TERRITORIAL
BIOECONOMY

16.a. Systemic Guideline

16.a.i. This functional block defines the operational capabilities of XQ!’BIOFACTORYOS™ for
administration, monitoring, auditing, traceability, and governance of territorial bioeconomy
production chains.

16.a.ii. The module's architecture supports the integrated management of biological, environmental,
scientific, technological, and economic assets, allowing different territories to configure their
operations according to their ecological, geographic, climatic, regulatory, and socioeconomic
characteristics.

16.a.iii. All capabilities are parameterizable, interoperable, and adaptable to different biomes,
maintaining territorial identity, traceability, chain of custody, and physical validation throughout the
entire asset life cycle.



16.1 Operational Domain I — Bioeconomic Production

Operational
Capability

Forest
Management,
Collection, and
Controlled
Extraction

Bioinputs,
Biotechnology,
Bioprospecting,
and Biological
Banks

Food Production
and Natural
Bioinputs

Industries Based
on Biological
Resources

Systemic Purpose

Administration of sustainable
management operations, collection, and
controlled extraction of biological
resources destined for authorized
production chains, preserving the
ecological integrity of the territory.

Management of the scientific and
technological use of biodiversity for
research, development of biomolecules,
bioinputs, vaccines, pharmaceuticals,
biomaterials, and other biotechnological
applications, including biological banks
and scientific collections.

Administration of production chains
destined for food production, natural
inputs, and other biological resources
from monitored ecosystems.

Management of assets destined for
pharmaceutical, cosmetic, renewable
chemistry, biomaterials, bioenergy, and
other industrial applications derived from
biodiversity.

Registration and Validation

Registration of extracted volume,
responsible operator, territorial
GUID, chain of custody,
environmental impact assessment,
primary processing, tracked
transport, and continuous
validation by Watchlion™ EQOS.

Registration of samples, Data
Lineage, identification of
participating institutions, full
traceability, control of biological
banks, and scientific history of
assets.

Origin registration, territorial
certification, geospatial traceability,
production monitoring, chain of
custody, and environmental
compliance.

Registration of biological origin,
production chain traceability,
extraction auditing, and integration
with regulatory compliance
mechanisms.

16.2 Operational Domain II — Environmental Engineering and Territorial

Restoration

Operational
Capability

Bioconstruction
Engineering and
Environmental
Restoration

Flora Management
and Propagative
Material

Functional Fauna
Management

Systemic Purpose

Planning, implementation,
reconstruction, and expansion of
ecosystems through environmental
engineering and territorial restoration.

Administration of production,
certification, transport, and
implementation of seedlings, seeds,
nurseries, and other propagative
materials.

Administration of introduction,
replacement, and monitoring of species
necessary for ecological balance,
including pollinators, dispersers,
biological control organisms, and other
biodiversity components.

Registration and Validation

Registration of the new territorial
asset, environmental baseline,
initial inventory, continuous
monitoring, physical validation,
and permanent updating of the
asset life cycle.

Digital certification of origin,
geospatial traceability, lot control,
chain of custody, and integration
with territorial inventory.

Species registration, monitoring
by sensors and drones, biological
traceability, permanent updating
of ecological indicators, and
integration with territorial
registry.



16.3 Operational Domain III — Science, Technology, and Development

Operational
Capability

Research,
Development, and
Innovation
(R&D&I)

Scientific
Infrastructure and
Knowledge Banks

Technical Training
and Operational
Capacitation

Systemic Purpose Registration and Validation

Registration of projects,
researchers, experiments, results,
technical publications, scientific
assets, and integration with auditing
mechanisms.

Support for scientific activities,
technological development,
experimentation, process validation,
and innovation applied to bioeconomy.

Administration of laboratories,
experimental areas, scientific
collections, genetic banks,
microbiological banks, and other
scientific support infrastructures.

Infrastructure registration,
collection traceability, scientific
inventory, and operational history.

Management of technical qualification
programs, operational training,
professional certification, and
competency development related to
territorial bioeconomy.

Registration of programs,
participants, issued certifications,
developed competencies, and
training history.

16.4 Operational Domain IV — Governance, Technological Services, and

Natural Capital

Operational
Capability

Technological
Services and
Environmental
Compliance

Circular Economy
and Biomass
Valorization

Climate
Infrastructure and
Natural Capital

Systemic Purpose Registration and Validation

Administration of monitoring,
certification, auditing, traceability,
physical validation, and technical
compliance services provided by
the ecosystem.

Registration of audits, issued
certificates, operational indicators,
audit trails, and compliance history.

Management of biomass reuse

processes, nutrient recovery, energy Registration of material origin,
valorization, and biological transformation flows, byproduct
recycling of resources from traceability, and circularity indicators.
territorial operations.

Integrated management of Registration of environmental
biological, environmental, climatic, indicators, ecosystem services, carbon
and territorial assets that compose  stocks, resilience metrics, patrimonial
the natural capital administered by evolution, and continuous monitoring
the system. of territorial integrity.

16.5 Architectural Principles

16.5.a. The architecture is oriented by operational capabilities, not by specific products.

16.5.b. Capabilities are configurable according to the biome, territory, legislation, and applicable

operational policies.

16.5.c. Each asset remains linked to its territory through digital identity, territorial GUID, chain of
custody, and immutable registration.

16.5.d. All operations are subject to continuous monitoring, auditing, traceability, and physical
validation by the MaindXQ12™ ecosystem.



16.5.e. Operational capabilities integrate with other ecosystem modules through standardized
interfaces and interoperability mechanisms.

16.5.f. The architecture supports modular expansion of new capabilities without altering the
fundamental structure of the system.

16.5.g. The asset life cycle is preserved through governance, versioning, integrity, and operational
compliance mechanisms.

17. AUDIT AND ENVIRONMENTAL JUSTICE CYCLE

17.1 Forest Registration — System Entry

Element Description
Geolocation Georeferenced forest polygon
Carbon Stock (Baseline) Initial biomass estimate and CO, capture capacity
Responsible Party . .
Identification Owner (public or private)

Infrastructure Tanks, firebreaks, brigades, thermal reservoirs

Forest registered in the Sovereign Kernel with immutable
identifier

17.1.a. Registration is the first step in the asset life cycle.

Unique Hash Generation

17.1.b. Each forest receives a unique and immutable identifier.

17.1.c. Physical infrastructure is recorded as part of the asset.

17.2 Continuous Auditing — Watchlion™ EOS + IoT Sensors

Element Description
Satellite Observation Monitoring of forest cover, fires, deforestation
IoT Sensors Measurement of temperature, humidity, water flow, soil quality

Capture Capacity Analysis Dynamic calculation of CO, sequestration capacity based on real data

Timeline Comparison of satellite images over time to validate asset integrity
17.2.a. Continuous auditing is performed in real-time.

17.2.b. 10T sensors provide field data for physical validation.

17.2.c. Capture capacity analysis is dynamic and based on real data.

17.3 Asset Issuance — Based on Actual Capacity

Element Description
Eligible Asset . N
g . CO, capture capacity — validation of area and carbon stock
Calculation
Issued Assets Mineralized carbon credits, seedlings, bioprospecting, cosmetics, etc.

Each asset receives immutable registration with thermodynamic proof
(S-PoEW)
17.3.a. Asset issuance is based on the forest's actual capture capacity.

Kernel Registration



17.3.b. Each asset is registered in the Sovereign Kernel with thermodynamic proof.

17.4 Fraud Detection — Temporal Auditing

Element Description
Historical Data Verification if the forest had capture capacity at the time of asset
Comparison issuance

Satellite Image Analysis Comparison of forest cover at issuance date with current cover

Double Counting

epe e Verification if the same asset was issued by another company or entit
Identification y pany y

If the forest did not have actual capacity at the time of issuance, the
asset is marked as fraudulent

17.4.a. Fraud detection uses temporal comparison of historical data.

Inconsistency Detected

17.4.b. Satellite images are used to validate asset integrity at the time of issuance.

17.4.c. Double counting is identified and blocked by the system.

17.5 Asset Replacement — T3-INS (Ensurance Center™)

Element Description
Injured Party . .
Identification The industry or company that acquired the fraudulent asset
Physical Replacement The assgt is replaced by physical carbonate extracted from CO,

mineralization

Replacement Registration E};E lfiglacement is registered in the Sovereign Kernel and Carbon
Notification to Injured The injured party is informed of the replacement and the new valid
Party asset

17.5.a. Physical replacement ensures that the injured party is not harmed.
17.5.b. Physical carbonate is extracted from CO, mineralization.

17.5.c. Replacement is immutably recorded in the Sovereign Kernel.

17.6 Fraudster Collection — State Action

Element Description

Fraudster

The company or entity that i he fr len
Identification e company or entity that issued the fraudulent asset

The value of the fraudulent asset is collected from the fraudster, with

Debt Collection . .
interest and penalties

Legal action, blocking of new assets, fines according to territorial
Legal Consequences >
legislation
Collection
Registration

17.6.a. The fraudster is identified and held accountable.

Collection and penalties are recorded in the Sovereign Kernel

17.6.b. Environmental debt is collected with interest and penalties.

17.6.c. Legal consequences include legal action and blocking of new assets.




18. AUDIT AND VALIDATION PROTOCOL — GENERAL
OVERVIEW

Step Function Mechanism
Registration The forest is registered as a territorial asset Geolocation, species, carbon stock
Validation  Asset integrity is verified Watchlion™ EOS + IoT Sensors
Tssuance The asset is converted into validated product S-PQEW * Sovereign Kernel

or service Registration

18.a. The audit protocol ensures the integrity of the entire asset life cycle.
18.b. Physical validation is performed through S-PoEW and field data.

18.c. Issuance is conditioned on physical validation of the asset's capacity.

19. FRAUD COMBAT AND ENVIRONMENTAL JUSTICE
MODULE
19.a. Verifications:
* Compatibility between issued credits and available area
* Detection of double counting or area overlap
* Compliance with containment and thermal defense rules
19.b. Actions:
* Automatic government notification
* Environmental carbon debt collection
* Physical replacement of fraudulent asset

* Penalties according to local legislation (credit blocking, fines, legal actions)

20. TECHNICAL REGISTRATION REQUIREMENTS

Requirement Description
Geolocation Each forest must have a georeferenced polygon
Species and Stock Forest inventory with carbon baseline
Thermal Infrastructure Tanks, firebreaks, circulation channels
Brigade Drones and ground team
Traceability Chain of custody for all products

Physical Validation S-PoEW for carbon capture
20.a. Geolocation is mandatory for all forest assets.

20.b. Forest inventory must include carbon baseline.

20.c. Thermal infrastructure is a requirement for physical validation.



20.d. Technical brigade (drones + ground team) is mandatory for risk areas.
20.e. Traceability ensures the chain of custody for all products.

20.f. Physical validation uses S-PoEW as proof mechanism.

21. INTEGRATION WITH THE MAINXQ12™
ECOSYSTEM

Component Function in the Biofactory
wWatchlion™ EOS Continuous territorial observation
Sovereign Kernel Immutable asset registration
Carbon Bank™ Credit settlement and backing
Ensurance Center™ Asset replacement in case of fraud

TO — Mineral Mapping  Geological resource mapping
XQ*°BF-AC*°BIOFACTORY™ Thermal containment infrastructure

Audit & Justice Layer™ Fraud detection, replacement, and collection
Hydrex™ Water purification and hydrological cycle restoration




21.a. Watchlion™ EOS provides continuous territorial observation.

21.b. The Sovereign Kernel ensures immutable asset registration.

21.c. The Carbon Bank™ performs credit settlement and backing.

21.d. The Ensurance Center™ ensures asset replacement in case of fraud.

21.e. TO — Mineral Mapping maps geological resources.

21.f. XQ1 °BF-AC* °BIOFACTORY™ provides thermal infrastructure.

21.g. The Audit & Justice Layer™ ensures fraud detection, replacement, and collection.
21.h. Hydrex™ promotes water purification and hydrological cycle restoration.

22. ENVIRONMENTAL JUSTICE CYCLE —FLOWCHART

Forest Registration

Continuous Auditing -
Watchlion + Sensors

b

Asset Issuance

Fraud Detection

Fraud Detected™?

Asset Replacement - T3-
INS

Validated Asset

Fraudster Collection - State Settlement in Carbon Bank

b 4

Legal Consequences




22.a. The environmental justice cycle ensures system integrity.
22.b. Fraud detection triggers the replacement and collection mechanism.

22.c. Validated assets proceed to settlement in the Carbon Bank™.

23. XQUBIOFACTORYOS™ — TECHNICAL VALIDATION
SEAL

Element Status
XQ1°BIOFACTORYOS™ — National Bioeconomy and

Module Name ¢\ i -onmental Regulation Platform™

Nature System Architecture Specification — Module of the MaindXQ12™ Ecosystem
Function Sovereign management of forest assets and ecosystem services

Integration 8 integrated layers

IXIS?:SgEd 18 categories of tangible products and ecosystem services

Justice Cycle Registration — Auditing — Issuance — Detection — Replacement — Collection
IP Protection Trade secret + Copyrights + Registered Trademarks

Validated by MaindXQ12 Neural Laboratory™

23.a. This specification describes the technical architecture of the XQBIOFACTORYOS™
module, covering its architectural layers, operational capabilities, interfaces, data models, and
integration mechanisms defined for the MaindXQ12™ ecosystem.

23.b. The architecture has been structured to support operational implementation according to the
requirements and deployment environments defined by the MaindXQ12™ ecosystem.

23.c. Intellectual property protection is ensured as set forth in the Intellectual Property Protection
Regime.

24. FINAL CONSIDERATIONS

24.a. XQ* °BIOFACTORYOS™ is a sovereign bioeconomy and environmental justice platform that
structures the forest as a territorial asset subject to continuous auditing, physical validation,
immutable registration, replacement of fraudulent assets, and legal accountability of offenders.

24.b. Each architected layer — from satellite to thermal reservoir, from fraud detection to state
collection — was designed to operate in synergy, ensuring that the forest becomes a structural
element of territorial sovereignty, subject to immutable registration and physical validation.

24.c. The system integrates 8 technological layers and 18 asset categories, operating a complete
environmental justice cycle: Registration — Auditing — Issuance — Detection — Replacement —
Collection.

24.d. Intellectual property protection is secured through trade secrets, copyrights, and registered
trademarks, with technical validation performed by MaindXQ12 Neural Laboratory™.



24.e. XQBIOFACTORYOS™ recognizes the forest as a critical global infrastructure, integrating
the pillars of Industry (Biofactory), Infrastructure (Physical Engineering), and Science (Research
and Innovation) into a single sovereign protocol.

24.f. The architecture is adaptable to different biomes and jurisdictions, ensuring that each territory
can configure its operations according to its ecological, geographic, climatic, regulatory, and
socioeconomic characteristics.

24.g. The architecture establishes a platform for integration between environmental assets,
bioeconomic processes, technological infrastructure, and territorial governance mechanisms,
supporting the administration of natural capital in different biomes and jurisdictions.

© 2026 — Maind International™. All rights reserved.
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